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About administrators

Administrators, or admins, have the highest level of permissions within the app. When a user is given these
permissions, they will have access to the Administration page via Settings, where they can add new admin
users and configure their company account settings. When the initial setup has been completed, admins can
return to the settings, by going to Company settings in the left navigation bar.

Users are assigned as an admin by other admin users. To be assigned as an admin, you must be a co-worker in
the RingCentral app — that is, you must be an employee of your company and not added to the RingCentral
app as a guest user. By default, the first person in your company to sign up for the RingCentral app becomes
an admin, and they can then invite and assign other users as admins.

There are two types of admin users in the RingCentral app: Super Admins and regular RingCentral app
admins.

Super Admins

Initially, the account admin of a RingCentral RingEX account is the person who created the account for the
company and is called the Super Admin. This person becomes the Super Admin in both the Admin Portal and
RingCentral app.

However, if another user becomes a Super Admin in the RingCentral app, this doesn’t automatically make
them a Super Admin in the RingCentral online account, and vice versa. For more info about user roles and
permissions in the RingCentral online account, visit RingCentral Predefined User Roles and Permissions.

RingCentral app Super Admins can:

e Assign another co-worker as a Super Admin

e Access administration settings within the RingCentral app, where they can create other users and
manage certain company app settings

e View all private and public teams from the Contacts menu, where they can join private teams,
reassign team admins, modify team settings, and more

e Request company data export
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RingCentral online account Super Admins can access the RingCentral Admin Portal, where they can perform
the following:

Assign roles and permissions to other users

Set meeting settings for all company users

Change company appearance settings such as company name, physical street address, and more
Unlock accounts that have been locked for too many failed login attempts

Manage data retention for meeting recordings

View company analytics related to messages and meetings

Configure single sign-on

Manage billing information
Admin permissions

Standard RingCentral app admin users have the following permissions:

e Viewing all guests (i.e., people not on your company's private email domain) in the Contacts menu.
Non-admins, on the other hand, can only see guests with which they are in a conversation with

e Removing your company guest users on the RingCentral app. Non-admins can only remove people
who have been added but haven't actually signed up yet.

e Deleting posts made by other people. This includes system-generated posts, such as when a user is
added to or joins the team. Note: Admins can't delete posts from conversations in which they aren't
a participant

e Assigning admin privileges to other co-workers

e Managing message data retention

e Managing file sharing

Note: You can give administrators access to the same level of permissions in the desktop app as super
admins.
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https://service.ringcentral.com/
https://support.ringcentral.com/ca/en/article-v2/List-of-user-permissions.html?brand=RingCentral&product=MVP&language=en_CA

RingCentral app | 5

Adding an admin user
To add an admin user, follow these steps:
1. Navigate to Settings via the side menu bar.

2. Select the Administration tab from the left pane.
3. Select the Manage button at the far right of the Manage admins setting.

Manage admins X

Admins (2) 28, Add admin
@ Buck Strick (me)

4. Select Add admin.

5. Enter the name(s) or email address(es) of the existing app user(s) you'd like to add, separated by
commas or semicolons.

6. Click Add to add those users as administrators.

Add admin

Members

@ socHal @

Cancel

Please note that if you'd like to add an admin user, that person must already be an existing app user in your
company account.

© 2023 RingCentral, Inc. All Rights Reserved
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Removing admin users
To remove an admin user that you have added, follow these steps:

Navigate to Settings via the side menu bar.

Select the Administration tab from the left pane.

Select the Manage button at the far right of the Manage admins setting.

Hover over the name of the administrator and select the Delete trash can icon that appears at the
far right of the name.

PO PR

Manage admins

Admins (2} 28, Add admin

@ Buck Strick (me)
@ Dulcinea Dunn

5. Click the Remove button to confirm removing that user as an administrator.

Configuring administration settings in the RingCentral app

If you’re an administrator, you can make changes to your company account settings, including adding new
users, managing file sharing, and more.

Select the Settings gear icon via the side menu bar and choose the Administration tab from the left pane to
configure your company account settings. Here, you'll find a page of settings related to your account.

Configuring your company account settings
The Administrations page is separated into the following categories:

mpan in
Data retention settings
Int H ti
Message data export
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Company settings

The Company settings section contains the following options related to your company account:

Manage admins: Select the Manage button at the far right to open a modal window with a list of all
administrators added to your company account. This is where you can add new administrators to
your company account.
Manage app super admins: This is where you can add new super administrators to your company
account. Super admins can request data exports and manage teams.
Change company name: This setting allows administrators to change the company's name on the
RingCentral app for desktop and web (the name you see in the top left-hand corner of the app).
Manage what types of teams can be created: Controls how users can create teams in the app. You
can let users create teams as

o  Public and private

o  Only private

o Noteams
Allow users in your email domain to sign-up on their own: Controls how your users sign up for or
get added to your company’s RingCentral account. You can enable this feature by contacting
Customer Support. Options include:

e Yes, if invited or via self sign-up: Admins allow their users within the same domain to join as

RingCentral Pro users in RingCentral RingEX upon signup or being invited.
e Yes, if invited to RingCentral: This allows users to join if they were invited by an admin via the
RingCentral app.

e No: Only Admins can add users via the Admin Portal.
Manage Giphy sharing: Select the dropdown menu to choose whether users can share GIFs from
Giphy and, if so, what maximum rating you'd like to allow. Select No to disable Giphy sharing or one
of the ratings (ranging between Max rating of G to All, including unrated) to enable Giphy sharing.

Data retention settings

Manage data retention policy: Adjust settings to determine the duration of time before messages
get deleted. By default, all messages and content on the RingCentral app are kept forever, but data
retention policies allow you to automatically delete messages after a period of time.

Integrations settings

Manage file sharing: Select which file-sharing sources employees can use.
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External guest settings

e External guest communications: Allows new messages from all external guests, except domains on
the block list. If you turn this feature off, new messages will be blocked from external guests, except
those allowed.

e Domain allow/block list: Manage the external company domains and personal email addresses that
you'd like to allow to initiate conversations with your users.

Message data export

e Enable message data export: Toggle on to enable designated admins to export all of your company's
data from the RingCentral app.
Access to exports: Manages who can export and download data exports.
Request export: Download data from the entire account or specific teams and users within a
specified date range.

e Export history: Displays export history.

Note: Only app Super Admins can request data exports.
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If you're an account admin with Auto Receptionist permissions, you can manage how the calls that reach
your company phone number are handled with a single-level IVR.

Open the RingCentral app on your desktop or web browser. Sign in as an admin.

Click Company settings > Phone from the left menu.

Next to Company call handling, click Edit.

By default, the call handling rules will apply 24/7. If you want to create different rules for Business

> OwbdpR

hours and Closed hours, update your company’s business hours.
5. Under Send call, select where to send incoming calls:
e Tocompany greeting: Send calls to a pre-recorded company greeting that can provide callers

the option to connect to a specific extension or company operator.

e To specific team member/extension: Send calls to one specified user in your company.

e To multiple team members/extension: Send calls to multiple users in your company. You can
choose to send calls to the users simultaneously, in a fixed order, or based on which user’s
been idle the longest.

e Tovoicemail: Send calls directly to a specific voicemail box.

e Toannouncement: Send calls to a pre-recorded announcement that will disconnect the call
upon completing the announcement.

6. Configure the remaining settings that appear under the Call routing section. These settings will
vary depending on which option you choose under Send call.

7. Click Save.
Note: If you set up a Business hours schedule, be sure to set your call handling rules for Closed
hours too.

Changing your company name
Your company name is always displayed in the top left corner of the RingCentral app. If you're a RingCentral
app administrator, you will have the option to change your company name at any time in the desktop and

web app. To change your company name, follow these steps:

1. Navigate to Settings via the side menu bar.

© 2023 RingCentral, Inc. All Rights Reserved
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Workspace . N
& Administration

Change company name
Strick Panes Company

Rename

([ B Notifications and sounds Administration
Message
@ Themes
Oa Company settings
Video #® Message
. Manage admins
Q) W Video Add and remove admins. Select which admins have full access to
Phone settings in the app.
% Phone
Contacts B Calendars and contacts Manage app super admins
@ 2 Keyb dlahortent Super admins have the ability to request data exports and manage
# Keyboard shortcuts teams

Manage Giphy sharing Max rating of PG-13 +
Adjust the settings for sharing GIFs using Giphy.

Dataretention settings

Analytics
Manage data retention policy Manage
E} Adjust settings to determine the duration of time before messages
Apps get deleted. By default, all messages are stored for the lifetime of
the account.

Settings . N
& Integrations settings

2

Resource Manage file sharing Manage
Center Select which file sharing sources employees can use.

2. Select the Administration tab from the left pane.

3. Under the Company settings section, select the Rename button at the far right of the Change
company hame setting.

4. Make any necessary name changes via the Company name field.

5. Click the Save button to save your changes.

Once you've made those changes, this name change will reflect in the app for all your RingCentral company
account users.

As an admin, the RingCentral app’s external guest settings will enable you to decide who you want your
users to communicate with externally. This is by enabling or disabling messages from external guests, and
allowing or blocking external guest domain and webmail accounts.

About external guests
Guests are users who don’'t work at your company. The RingCentral app guest experience comes in two
varieties:

e Guests whom you and your co-workers invite to a team conversation

e External users who invite you and your co-workers to a team on their company account

© 2023 RingCentral, Inc. All Rights Reserved
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Guests are indicated with a guest pill in your Contacts list, and they’re added once they’re invited to create a
RingCentral account. In a conversation, there’s a guest section on the right pane where you can see members
of that conversation who are invited as guests.

J& CONTACTS + ~  Allcontacts
Y Filter all contacts £+ >4 &
All contacts C
Company N
e Jack Manning |( Guest )

Guests ghe+f4eb8bda-c16b-420c-8978-b66252dd174f+samanthagaysmith@gmail.com
Personal e Jane Smith |8

jane.smith@ringcentral.com

Members (5)

swell? | think

ve impacted || Guests

100
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In a message thread with guests, you will see ghost text indicating that there are guests in the conversation.
The ghost text disappears after you type in the field.

¢ © & © 8 B B

|Message (visible to guest)

e Inadirect message, group conversation, or teams with one guest, the ghost text is Message (visible
to guest).

e Inagroup conversation or teams with more than one guest, the ghost text is Message (visible to
guests).

e Ifyou're a guest in a conversation, the ghost text says Message (visible to external user) or Message
(visible external users).

When a guest or several guests are members of a conversation, it will be indicated by a guest banner at the
top of the conversation or team. Note that clicking the x close button on the guest banner will close it
permanently.

» Mentions Creative Team 2 (o~ Q¢ Members (3) S
Message Ch .
e M Bookmarks This team has 2 guests X 9 =
Video v ’ Suests
G SHOW UNREAD o© “ Anna @ St UX Designer Yesterday, 19
Erer We received a request from product marketing for Sketch files for iOS onboarding screens a
Q % FAVOURITES v for the September brand launch. So, we'll want to include any new screens that will be live
by 9/15.1 believe new signup flow is the only potentially new screen Pinned Files Images
Text 2 DIRECT MESSAGES + A
=) 1110
Fax ® Eker 3 Han B
® © Nikc o Actually only 1 screen from that flow needs to be updated
Contacts @ Bett » [ ]
a Viktor Pacheco shared a file 1:14
°* ® Ann
More | have this screen which is different with J. [
® Lida
® Mar
[
® Carl
® Mat
Q Vik wrote:
2 TEAMS + A
I have this screen which is different with J
f"p:p}s Sign-up Improvement project might be the latest touch these screens based on mine design
Settings —
A ¢ © & © 8 B
Resource Message (visible to guests)
Centre All files =

External guest settings allow RingCentral app admins to:
e allow or block new messages from external guests.

e manage the external company domains and personal email addresses that are allowed to initiate
conversations with company users.

© 2023 RingCentral, Inc. All Rights Reserved



RingCentral app Adminguide | 13

The External guest communications toggle lets you decide if you want to continue accepting external
guests. Changing this toggle doesn’t affect the allow or block status of domains and webmail accounts
already on the list. This means that if you turn this toggle off, guests on the allow list can still communicate
with your users.

Note: Admins can change the allow or block status of domains and webmail accounts added to the list even
when the External guest communications toggle is turned off.

To manage your domain/allow block list, navigate to Settings > Administration, and then click Manage at the
far right of Domain allow/block list.

= Strach Panes Company °‘

— -
- o e s ———

'L

X |
3
©_

- External guest settings

u‘do P s
- @

' o : External guest communications
4o Administration i &
Switch this feature on to allow new messages from all external guests, except

domains on the black list belaw. If you turn this feature off, new messages will be
blocked from external guests except those specified and allowed below.

Domain allow/block list Manage
Manage which external company domains and personal email addresses have

permission to initiate conversations with your users.

]
3

-—

| Segﬁ I DT S— -

-—

e ~

Configuring external guest communications

1. Goto Settings via the left navigation bar.

2. Click the Administration tab in the left pane.

3. Under External guest settings, toggle the External guest communications setting on or off to
control whether guests are allowed to start conversations with their coworkers.

© 2023 RingCentral, Inc. All Rights Reserved
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Adding domain or email addresses to allow or block
1. Navigate to Settings via the left navigation bar.
2. Click the Administration tab in the left pane.
3. Under External guest settings, click Manage at the far right of Domain allow/block list.
4. Click Add New.

Domain allow/block list

Q_  Search domain or email

Add, allow, or block company domains and personal email addresses.

ddadas@qq.com Allow
didns.ru Allow
dins-ck-1124535468515555.ru Block
dsadsa@qqg.com Allow
dsfsdf.sdfdsaf Allow
fghfnfdgdgf.sfg Allow
flora.tianfjdkfjksd@fsdfsd.com Allow

5. Enter the domain or email address in the field provided.
6. Select whether to Block or Allow the domain or email address.

© 2023 RingCentral, Inc. All Rights Reserved
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Add new domain or email address

Domain or email

emailexample123asdfghjkl@emailexamplezxcvb.com e

Status Block

Allow

7. Click Add, then click Done.

The allow/block list displays external guest domains and email addresses in alphabetical order. An email
address for webmail accounts (@gmail.com, @outlook.com, etc.) will show one account, but that account
could have multiple users.

Domains and email addresses without RingCentral accounts can’t be added.

Allowing or blocking domain or email addresses

Once you've added a domain or email address to the list, you can opt to change whether you want to allow or
block it.
1. Navigate to Settings via the left navigation bar.
Click the Administration tab in the left pane.
Under External guest settings, click Manage at the far right of Domain allow/block list.
Find the domain or email address by using the search function at the top or browsing the list.
Select Block or Allow at the far right of the domain or email address.
Click Done.

S

Note: Changing the allow or block status of a domain or webmail account is not instantaneous. Depending
on the account, it may take a few minutes up to an hour. Once the admin changes the status, they can leave
the Administration settings page and check back later.

© 2023 RingCentral, Inc. All Rights Reserved
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Blocking guests

Guests are users who do not work at your company but have been invited to collaborate in your RingCentral
app company account. These users can also include those whose email addresses do not share your

company’s private domain.
You can block guest users from the Contacts page:

Go to Contacts from the left navigation bar.

Click Guests on the left pane.
Search for the guest that you'd like to block or browse through the list of your guest contacts.
Hover over the guest user and click on the Block trash can icon at far right. Note that you may have

to click the More icon before clicking Block.

oD R

Do
=

(e

Q

@ Dave20 02Brown ( Guest
dave2002brown@gmail.com

5. Click Block.
You can also block guest users from their profiles:

1. Click on the profile photo of the guest anywhere you see it within your RingCentral account, then

click Profile.
2. Click the More icon on the upper right, then click Block.

Profile Izl X

] Block

Dave20 02Brown | Guest |

() Message [J¢ Startvideo call

(
El Company B Email
New Company dave2002brown@gmail.com

3. Click Block.
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About managing file sharing
Administrators in your RingCentral company account can manage the type of file sources they'd like all
RingCentral app users to share, including whether they want to shut off file sharing entirely or only limit

sharing to certain services. If file sharing is limited to certain services, only those sources will appear
wherever file sharing is available in the RingCentral app.

Managing file sharing
To manage file sharing, follow these steps:

1. Navigate to Settings via the side menu bar.

Integrations settings

|:]'_-| M Notifications and sounds
Message Manage file sharin
@ Themes & & Manage
Dﬂ Select which file sharing sources employees can use.
Video @ Message
. External guest settings
% B« Video
Phone . .
%, Phone External guest communications
® Switch this feature on to allow new messages from all
B Calendars and contacts external guests, except domains on the block list below.

Contact:
ontacts If you turn this feature off, new messages will be block...

# Keyboard shortcuts

2, Administration Domain allow/block list

Manage which external company domains and personal
email addresses have permission to initiate
conversations with your users.

G

Analytics

&

>
k=]
o
1

Message data export

=

Settings
€ Enable message data export c
@. Designated admins can export all of your company's
data from the app. Learn more about message data
Resource
exports.

2. Select the Administrations tab from the left pane
3. Under the Integrations settings section, select the Manage button at the far right of the Manage
file sharing setting.
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Manage file sharing

Adjust user access for different file sharing sources. If the box is unchecked,
users will no longer be able to see and share from the unchecked file sharing
source.

Upload from computer/mobile v

Google Drive
OneDrive/SharePoint v

Dropbox

Cancel

HEIEI

4. Inthe Manage file sharing, check or uncheck the box next to each service you'd like to enable or
disable.
5. Click the Save button to finish saving your changes.

File sharing sources

When you're managing file-sharing sources, you will have the option to enable or disable the following
sources:

e Upload from computer/mobile: Check or uncheck this box to enable/disable file sharing via
computer or mobile local files
Google Drive: Check or uncheck this box to enable/disable file sharing via Google Drive
OneDrive/SharePoint: Enable/disable file sharing via OneDrive and SharePoint.
Dropbox: Enable/disable file sharing via Dropbox.
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